Updating Internet Explorer TLS Settings

Follow these instructions to enable Internet Explorer support for Transport Layer Security protocol versions 1.1

and 1.2.

Open Internet Explorer. Click the Tools menu and select Internet Options:

[ TN,

| > jAm "

S mpe Qoaglecom Ty

| Fla ES8 VYiew Fovories Took Halp
P - M. = DOM - Y

5

s

LMW > L COTS v 4 Dyna. v

Google -

- p-aclo

Google

P xa ey ‘-""*"5—’:’:&

Reopen lest browesing sesmen n

Pop-up Macker
View downloads
Manage 3d3-ons

[<U ]

Compatitebty View sentings

Full soreen n
Toslban »
Explorer bars ’

F12 Develoger Tooks
Sugoested Saes

OneNote Linked Notes
Send to Onedlote

1 _Internet opticos

A

Figure 1: Internet Explorer 11 Tools Menu

The Internet Options dialog box will appear. Select the Advanced tab on the top-right. Scroll the list all the way to

the bottom.

Ensure the TLS 1.1 and 1.2 check boxes are checked.
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Enable Integrated Windows Authentication™ -
Enable native XMLHTTP support

[] Enable SmartScreen Filter

[ Enable Strict P3P Validation™®

[ Send Do Mot Track requests to sites you visit in Internet £
[ usessL 2.0

[[] usessL 3.0

[] useTLS 1.0

<
UseTls 1.2 |
Warn about certificate address mismatch™
[] warn if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that does n'
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*Takes effect after you restart your computer
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’ Restore advanced settings ]

You should only use this if your browser is in an unusable state.

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

Note: Earlier versions of

1 Internet Explorer have a similar
user interface and using these
instructions should be
straightforward.
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Figure 2: Internet Options Dialog Box Advanced Settings

Click the OK button when finished.




